
BQ Y TE 
CUC CONG NGHE THONG TIN 

S6': 104 /CNTT-THDL 
V/v nguy ca bi lay nhiem ma dOc 

qua lo hong ten phan mem 
Winrar chua cap nh'at 

CQNG HOA XA HQI CHU NGHiA VIET NAM 
WO lap — Tty do — Hanh phtic 

Ha N0i, ngay  22  thong 03 nom 2019 

Kinh giri: 
- Cac Vu/Cuc, tOng Cuc, Van phong BO, Thanh tra BO; 

- Cac dan vi trrc thu6c B6 Y te; 

- Soy Y to cac tinh, thanh pha trirc thu6c Trung ucmg. 

(Sau day gpi tat la cac dun vi) 

Can cir Cong van s6 251/CATTT-NCSC ngay 18/03/2019 dm Cuc An 
toan Thong tin - B6 Th6ng tin va Truy& thong v'e viec nguy ca bi lay nhiem ma 

d6c qua 18 h6ng tren phan mem Winrar (la phan mem ho tro,  nen va giai nen tep 
tin) chua cap nhat. Hi'n nay da co nhi6'u chitin dich Oat tan ma d6c, tAn ding 
mang thong qua 18 h6ng CVE 2018-20250 tren phan mem Winrar, to h6ng nay 
cho phep d6i ttrang tAn ding cai cam ma dOc vao may nguai dimg vdd hinh thirc 
ph6 bien nhu sau: 

- 136i tucing tAn ding lkra ch9n nhang tep tin tai lieu co do tin coy cao, 

dugc nhieu nguai quan tam, sau do chimg sir dung phan mem Winrar de nen tep 
tin tai lieu nay va tep tin ma dOc r6i phat tan tep tin dugc nen nay bang cach giri 
thu dien tir hoac giri teen mang internet nhung khi ngtthi dung nhan va mo• tep 
tin nen nay chi nhin thAy tep tin thong thuong (Tham khao phuc luc kern theo). 

- Khi nguoi dung giai nen tep tin bang phan mem Winrar co chira 18 h6ng 
thi ma d6c ding dugc giai nen vao thu muc Startup dm Windows a thkrc thi 
trong Ian khOi Ong tiep theo cua may tinh; 

Do phan mem Winrar chua co ca the cap nha't to Ong va dugc dimg ph6 
bier' 6,  Viet Nam, trong khi nhieu dan vi chua chu trong den ding tac ra soot, 
kiem tra danh gia va xu 1)",  cac diem yeu, 18 h6ng an toan thong tin. Vi Vay nham 
dam boo an toan thong tin, phong tranh cac nguy ca lay nhiem ma dloc thong qua 
to h6ng nay, Cuc Cong nghe thong tin de nghi cac don vi thvc hien: 



1. Ra soat va kiem tra phien ban phan mem Winrar gang &rev cai dat va 
sir dung tren cac may tinh, may chu; 

2. May tinh, may chit nao ctang stir dung phan mem Winrar phien ban cu 
can loai be phan mem khoi may tinh; Cap nhat len phien ban phan mem Winrar 
mai nhAt (hien tai la Winrar 5.7.0). Chu )", chi tai phan mem to trang chit Winrar 
hoac to chirc tin cay, theo dtrOng dan sau: https://www.win-

rar.com/download.html  hoac https://www.rarlab.com  (tham khao phu luc kern 
theo). 

M9i thong tin chi tiet va de nghi ho try k'y thuat vui long lien he dAu moi 
cua Cuc Cong nghe thong tin: Ong Hoang Hang Tri — Phu trach Phong Ha tang 
va An ninh mang — Trung tam Tich hop du lieu; email: trihd.cntt@moh.gov.vn;  
dien thoai: 098 777 2483. 

Tran trong./. 

No! nhOn: 
- Nhu tren; 
- Lau: VT, THDL. 
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Publisher 
	

Installed On 	Size 

• Microsoft Corporation 
	

18-Jan-19 

. • Microsoft Corporation 
	

18-Jan-19 

• Microsoft Corporation 
	

18-Jan-19 

• Microsoft Corporation 
	

18-Jan-19 

Minergate Inc 
	

18-Jan-19 

Mozilla 
	

01-Mar-19 

Mo Uninstall WinRAR 
Not 

Pho 

Post 	0 Continue with uninstall WiniZAR? 

Sim 

San• 

Jos 

Skype Technologies SA. 

IDTECK 

TeamViewer 

DucFabulous 

UniKey 

Microsoft Corporation 

VMware, 

CACE Technologies 

win.rar GmbH 

VNG Corp. 

Version 

20.5 MB 12.0.40660.0 

17.1 MB 12.0.40660.0 

19.5 MB 14.024215.1 

68.1 MB 

6.9 

174 MB 65.02 

469 KB 60.02 

6.74 MB 73.3 

915 MB 9.6 

7.07 MB 0.69.0.0 

5.16 

16.612.1119.0 

291 MB 1.00.000 

193 MB 8.40 

119 MB 4.02.00 

88.2 MB 12.0.83369 

4.62 MB 5.1.0.3 

1.64 MB 4.2 RC4 

1.05 MB 2.53.0.0 

764 MB 5.5.0.4216 

4.1.02980 

28-Feb-19 

4-Dec4-Dec-18 

-Jan-19 

06-Jun-17 

14-Jun-17 

18-Jan-19 

14-Apr-17 

18-Jan-19 

18-Jan-19 4 93 h+18 . §21,0 

18-Jan-19 	261 MB 18.10.5 

I 	Yes 	I 1 P4°  1 

Platforrn 	j  All  Arch -Type All 1 Search 

2. Loqi bo Winrar khoi may tinh 	hanh Windows) 

4- 	••• is d > Control Panel > Programs > Programs and Features 

 

Control Panel Home 

  

Uninstall or 	nit program 

To uninstall a 	select it from the list and then click Uninstall, Change, or Repair. 

     

 

View installed updates 

 

     

19 Turn Windows features on or 

 

 

off 

   

Organize • 	Uninstall 

     

El 

Name 

.16 Microsoft Visual C. • 2013 Redistributable (x64) - 12.0. 

A) Microsoft Visual C... 2013 Redistributable (x86) - 12.0. 

JO Microsoft Visual C.. 2015 Redistributable (x86) - 14.0. 

Microsoft Visual 14 2.0 Redistributable Package - SE (x. 

MinerGate 

Mozilla Firefox 65.0.2 (x64 en-US) 

sb
2 

 Mozilla Maintenance Service 

[, 1  Notepad.. (64-bit x64) 

Photodex Presenter 

EPostgreSQL 9.6 

PUTTY release 0.69 (64-bit) 

"Sandboxie 5.16 (64-bit) 

SciTE4Autolt3 16.612.1119.0 

M SHARP AR,MX-B,M Series PCUPS Printer Driver 

Skype version 8.40 

STARWATCH ITDC PRO I 

~~TeamViewer 12 

UltraViewer version 5.1.03 

UniKey version 42 RC4 

(EUpdate for Windows 10 for x64-based Systems (KB40... 

O VMware vSphere Client 5.5 

WinPcap 4.1.3 

1 WirtRAR 521 (64-bit) 

(L.• Zalo 18.10.5 (only current user) 

win.rar GmbH Product version: 5.21.0 

Size 4.93 MB 

3. Tai va cai d4t Winrar tir trang chu 

RARLAB' 

WInR4R® 
Search [ter your search term herl 

      

Language! Engw., 

  

      

If you don't know what you are looking for then you are probably looking for this: 

WinRAR 5 70 64bit 

0 Download WinRAR 

If you are looking for the 32bit version click here or did not find what you were looking for, please search below. 

Select for download 

Language 

Language 

All 

Version 

Version rAii 	 

Size 

3068 KB 

2863 KB 

Arch-Type 

64bit 

32bit 

      

English  

English  

 

5.70 

  

    

 

5.70 

 

    

Platform  

Windows 

Windows 
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