- WOFTE - CONG HOA XA HOI CHU NGHIA VIET NAM
CUC CONG NGHE THONG TIN Poc lap — Tw do — Hanh phiic

S6: JOX /CNTT-THDL Ha Néi, ngay 29 thdng 03 ndm 2019
V/v nguy co bi ldy nhiém ma doc
qua 16 héng trén phin mém
Winrar chua cdp nhat

Kinh giri:
- Cac Vu/Cuc, Téng Cuc, Van phong B9, Thanh tra Bg;
- Cac don vitruc thugc Bo Y té;
- S& Y té cac tinh, thanh phd truc thudc Trung wong.
(Sau déy goi tdt la cdc don vi)

Cian cir Cong van s6 251/CATTT-NCSC ngay 18/03/2019 ciia Cuc An
toan Thong tin - B4 Thong tin va Truyén théng vé viéc nguy co bi lay nhiém ma
doc qua 16 hong trén phan mém Winrar (13 phdn mém hd trg nén va giai nén tép
tin) chua cap nhat. Hién nay da cé nhiéu chién dich phat tan ma ddc, tin cong
mang thong qua 16 héng CVE 2018-20250 trén phian mém Winrar, 16 hong nay
cho phép dbi tuong tin cong cai cim ma doc vao may ngudi ding véi hinh thirc
phd bién nhu sau:

- Péi tuong tan cong lya chon nhitng tép tin tai liéu c6 do tin cdy cao,
dugc nhiéu ngudi quan tdm, sau d6 ching sir dung phz’in mém Winrar dé nén tép
tin tai liéu nay va tép tin ma doc rdi phat tan tép tin dugc nén nay bang cach giri
thu dién tr hodc gui trén mang internet nhung khi ngudi dung nhan va ma tép
tin nén nay chi nhin thay tép tin théng thuong (Tham khao phuc luc kém theo).

- Khi ngudi ding giai nén tép tin bing phdn mém Winrar cé chira 156 héng
thi ma doc ciing dugc giai nén vao thu muc Startup cia Windows dé thuc thi
trong lan khoi dong tiép theo clia may tinh;

Do phin mém Winrar chua c6 co ché cap nhét tu dong va duogc ding phd
bién & Viét Nam, trong khi nhiéu don vi chua chu trong dén cong tac ra soat,
kiém tra danh gia va xir 1y cac diém yéu, 16 hdng an toan théng tin. Vi viy nham
dam bao an toan thong tin, phong tranh cic nguy co ldy nhiém ma doc thong qua
16 hong nay, Cuc Cong nghé thong tin dé nghi cac don vi thuc hién:
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1. Ra soat va kiém tra phién ban phdn mém Winrar dang dugc cai dit va
sir dung trén cac may tinh, may chu;

2. May tinh, may chii nao dang sir dung phin mém Winrar phién ban cii
can loai b phan mém khoi may tinh; Cap nhét 1én phién ban phin mém Winrar
méi nhét (hién tai 1a Winrar 5.7.0). Chu ¥ chi tai phdn mém tir trang chi Winrar
hoic t6 chic tin cdy, theo duong dan sau: https:/www.win-
rar.com/download.html hodc https://www.rarlab.com (tham khao phu luc kém
theo).

Moi théng tin chi tiét va d& nghij hd trg ky thuat vui long lién hé dau méi
ctia Cuc Cong nghé thong tin: Ong Hoang Ping Tri — Phu tréch Phong Ha ting
va An ninh mang — Trung tam Tich hop dit li¢u; email: trihd.cntt@moh.gov.vn;
dién thoai: 098 777 2483.
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PHU LUC

Mot s6 hinh dnh minh hoa va hwéng dan g& bé, cip nhat
phan mém Winrar

(Kém theo Céng van s6 10k /CNTT-THDL ngay 2).thdng 03 ndm 2019)

1. Hinh anh tai liéu nén bang Winrar duoc sir dung dé phat tin ma doc

12,548 Maosoft Word Doc...  2/24/2018 12:3... <“ECEBF29

108,480 Maosoft Word Doc...  2/24/2019 12:3... 11839530
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Mi doc dugc dinh kém vao file nén ma ngudi ding khong biét. Khi giai

nén s& nim trong thu muc Startup.
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2. Loai bd Winrar khéi may tinh (Hé didu hanh Windows)

€ 5« s Comoianal » Progums > ProgumesndFestures

Control Panel Home

Uninstall or program
View instalied updates To uninstall a select it from the list and then click Uninstall, Change, or Repair.
@ Tum Windows features on or

oft Organize w  Uninstall
Name = Publisher Installed On | Size Version
¥ Microsoft Visual C+ + 2013 Redistributable (x64) - 12.0... Microsoft Corporation 18-Jan-19 205M8  12.0.40660.0
¥ Microsoft Visual Co+ 2013 Redistributable (x86) - 12.0.. Microsoft Corporation 18-Jan-19 171M8  12.0.40660.0
Y Microsoft Visual C++ 2015 Redistributable (x86) - 14.0... Microsoft Corporation 18-Jan-19 195MB 140242151
B Microsoft Visual J# 2.0 Redistributable Package - SE (x... Microsoft Corporation 18-Jan-19 68.1 M8

[ MinerGate 69

@ Moilla Firefox 65.0.2 (x4 en-US) 65.02

& Morzilla Maintenance Service 60.02

[&f Notepade+ (64-bit x64) 733

€ Photodex Presenter

[E PostgresQL 9.6 95

& PUTTY release 0.69 (64-bit) 0.69.0.0

@ sandbanie 5.16 (64-bit) 5.16

@ sciTE4Autolt3 16.612.1119.0 16.612.1119.0

[EISHARP AR MX-B,M Series PCL/PS Printer Driver 1.00,000

Q) Skype version 840 840

# STARWATCHITDC PRO | 40200

[E Teamviewer 12 12083369

[ UltraViewer version 5.1.03 5103

[3 UniKey version 4.2 RC4 i 42RC4

(] Update for Windows 10 for x64-based Systems (KB40.. Microsoft Corporation 18-Jan-19 105MB 25300
(@ VMware vSphere Client 5.5 VMware, Inc. 14-Apr-17 T64MB  5.504216

@ WinPcap 413 CACE Technologies 18-Jan-19 4102980

. (2= Zalo 18.10.5 (only current user) VNG Corp. 18-Jan-19 261MB  18.10.5

Al s amme

3. Tai va cai dat Winrar tir trang chu
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If you don't know what you are looking for then you are probably looking for this:
WInRAR 5.70 64bit

k\:) | Download WinRAR

If you are looking for the 32bit version click here, or did not find what you were looking for, please search below...

Select for download

Language (A S wsen (A 5] patom [ Y] achime
Language Version Size Arch-Type Platform
English 570 3068 KB B4bit
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