BO Y TE CONG HOA XA HOI CHU NGHIA VIET NAM
CUC CONG NGHE THONG TIN Pic lip — Ty do — Hanh phuc

sé: HXO /CNTT-CSHT Ha Noi, ngay 22 thang 9 ndm 2017
V/v giam sat, ngan chin khin cap hé
théng may chti diéu khién ma doc tin
cong co chu dich ATP

Kinh gui:
- Céc Vuy, Cuc, Téng cuc, Van phong B9, Thanh tra B{:
- Céc don vi truc thudc BO Y té;
- SO Y té cac tinh, thanh phé truc thugc Trung wong.

Cuc Cong nghé thong tin nhan dugc cong van s6 298/ VNCERT -DPUC
ngay 07/09/2017 cia Trung tdm Ung ctru khin cdp mdy tinh Viét Nam - B
Thong tin va Truyén thong vé viéc phat hién ra ddu hiéu cua chién dich tin cong
nhdm vao céc hé théng thong tin quan trong tai Viét Nam thong qua viéc phat
tan va diéu khién ma ddc tin cong c6 chu dich (APT). Ma doc loai nay rat tinh
vi, chiing ¢6 kha niing phét hién cac mdi trudng phén tich ma doc nhiam tranh b
phat hién, danh cép dir liéu, xam nhap trai phép, pha huy hé thongthong tin
thong qua cac may chu diéu khién ma doc (C&C Server) dat bén ngoai lanh tho
Viét Nam.

Thyc hién yéu cdu tai cong van néu trén va dé dam béo toan thong tin
cho cac hé théng thong tin trong nganh y té, Cuc Cong nghé thong tin dé nghi
cac don vi trong nganh y té thuc hién khén cip cac cong viéc sau day:

1. Giam sat nghiém ngat, ngan chan két ndi dén cac may chu dicu khicn
ma dgc APT theo danh séach trong phu luc guri kém;

2. Néu phét hién ma doc cin nhanh chong c¢6 1ap ving/may va tién hanh
diéu tra, xir Iy (cai dat lai hé diéu hanh néu khong go bo dugc triét dé):

3. Cap nhat céc ban vé cho hé diéu hanh va phin mém (nhét 1a Microsofi
Office - néu sir dung). Pac biét cap nhat cac 16 hf)ng ¢6 CVE:CVE-2012-0158,
CVE-2017-0199, MS17-010;

4. Sau khi thuc hién, dé nghi cic don vi bao cdo tinh hinh ldy nhiém va
két qua xir Iy (néu c6) vé Cuc Cong nghé thong tin trude ngay 28 thang 9 nim
2017.

Chung thu: Cuc Cong nghé thong tin

Ngay ky: 22/09/2017 11:27:35
Hé thong VOffice BO Y Té




Trén day la loai ma doc nguy hiém. Tin tic ¢6 thé tin c¢ong lco thang
dac quyén gy ra nhiéu hau qua nghiém trong, Cuc Cong nghé thong tin dé nghi
cac don vi nghiém tuc thyc hién cac cong viéc néu trén.

Qua trinh thyc hién néu ¢6 vudng méc, dé nghi Quy co quan lién hé voi
Cuc Cong nghé thong tin — Bo Y té tai dia chi: /35/1 Nui Tric, Ba Pinh, Ha
Ngi.

Xin tran trong cam on!

Noi nhin: KT. CUC TRUONG

- Nhur trén; &0/
- Thir truong Lé Quang Cudng (dé b/c);
- Cyc trudng (dé b/c);

- Luu: VT, CSHT.




BOY TE

CUC CONG NGHE THONG TIN

CONG HOA XA HQI CHU NGHIA VIET NAM

Doc lap — Tw do — Hanh phac

PHU LUC THONG TIN VE DOMAIN VA IP C&C SERVER LIEN QUAN
DEN MA DQC APT
(kém theo céng vin s6 AYCNTT —~CSHT ngay22/09/2017)

I. Danh sich cic IP may chu diéu khién ma djc (C&C Server)

STT Diachi IP C&C STT Piachi IP C&C
1 |209.58.179.202 10 | 193.169.245.78

2 [209.58.176.46 11 | 104.237.218.72

3 |188.42.254.112 12 | 193.169.245.137

4 |66.154.125.145 13 |23.227.196.210

5 176.223.165.165 14 |23.227.196.210

6 |60.251.29.40 15 | 185.157.79.3

7 [103.53.197.202 16 | 104.237.218.70

8 |58.158.177.102 17 | 62.210.115.97

9 [216.107.152.217

I1. Danh sich tén mién may chi dgc hai (C&C Server )

STT Tén mién STT Tén mién

1 | hanoi.danang.dulichovietnam.net 38 | blog.docksugs.org

2 | dalat.dulichovietnam.net 39 | high.expbas.net

3 | hanoi.dulichovietnam.net 40 | images.chinabytes.info

4 | danang.dulichovietnam.net 41 |job.supperpow.com
5 | dalathanoi.dulichovietnam.net 42 | mobile.pagmobiles.info

6 | hanoi.hanoi.dulichovietnam.net 43 | nsquery.net

7 danang.danang.dulichovietnam.net | 44 |push.relasign.org

8 | dalat.dulichovietnam.net 45 | seri.volveri.net

10 | danang.dalat.dulichovietnam.net 46 |syn.timeizu.net

I1 | danang.hanoi.dulichovietnam.net 47 |tonholding.com |

12 | dalat.dalat.dulichovietnam.net 48 | update-flashs.com

13 | hanoi.dalat.dulichovietnam.net 49 | vphelp.net

14 | dulichovietnam.net 50 |24.datatimes.org

15 | anh.phimhainhat.net 51 |blog.panggin.org

16 | data.dcsvn.org 52 | datatimes.org

17 | data.phimnoi.org 53 | emp.gapte.name

18 | dav.thanhnlen.com 54 | gl-appspot.org




19 | home.phimnoi.org 55 | high.vphelp.net

20 | home.vietnamplos.com 56 |imaps.qki6.com

21 | login.phimhainhat.net 57 | lighpress.info

22 | login.phimnoi.org 58 | news.lighpress.info
23 | my.phimhainhat.net 59 | pagmobiles.info

24 | news.phapluats.com 60 | relasign.org

25 | news.vietnannet.com 61 |ssl.zin0.com

26 | vietnam.phimhainhat.net 62 |teriava.com

27 | tulationeva.com 63 |img.fanspeed.net
28 | vieweva.com 64 | menmin.strezf.com
29 | yii.yithao126.net 64 | notificeva.com

30 | contay.deaftone.com 65 | paidprefund.org

31 | docksugs.org 66 | share.codehao.net
32 | facebook-cdn.net 67 | static.jg7.org

33 | help.checkonl.org 68 | timeizu.net

34 | icon.torrentart.com 69 | untitled.po9z.com
35 | volveri.net 70 | zone.apize.net

36 | desvn.org va céc subdomain 71 | Phimnoi.org va cac subdomain
37 | Phimhainhat.net va cac subdomain

III. Danh sach ma bam (HashMDS5)

STT

Ma bam — MDS5
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