~ UBNDTINHHAGIANG CONG HOA XA HOI CHU NGHTA VIET NAM
SO THONG TIN VA TRUYEN THONG Boc 1ap - Tw do - Hanh phic

§6: /STTTT-CNTT Ha Giang, ngay 22 thang 02 nam 2018.

V/v cadnh b4o phan mém doc hai phat
tan thong qua phan mé& rong cua trinh
duyét Google Chrome

Kinh gti:
Cac S@, ban, nganh, doan thé cla tinh;
UBND céac huyén/thanh pho;
UBND céac x&, phuong, thi tran.

Ngay 07/2/2018 Cuc an toan thong tin - Bd Thong tin va Truyén théng cé
van ban s6 52/CATTT-TTTV thong bao vé viéc Canh bao phan mém doc hai phéat
tan thong qua phan mé rong cua trinh duyét Google Chrome.

Theo d6, dau thang 02/2018, cac chuyén gia an toan théng tin da cong bo
thong tin vé phan mém doc hai dwoc goi la Droidclub, phat tAn thong qua phan
m& rong (Extension) cua trinh duyét Google Chrome, &nh hwéng téi khodng 430
nghin nguodi dung. DwGi day la cac ddu hiéu may tinh bi lay nhiém:

- May tinh khi d& bi lay nhiém Droidclub s& dinh ky xuét hién cac tab
trinh duyét ma@i dé hién thi cac trang quang cdo. Cac duong dan quang céo sé
dwoc cap nhat thuong xuyén tir may chd diéu khién. Ngoai ra, doi twong tan
cdng con str dung mot thw vién Javascript cé kha nang ghi lai cac hanh dong cula
ngudi ding nhw gd ban phim, cudn chuét, click chudt dé danh c&p cac théng tin
nguwoi dung nhu tén, s6 thé tin dung, dia chi email .v.v...

- Droidclub duoc thiét ké dé gay khé khan cho nguoi dung thong thuong
trong viéc g& bd cac extension chira phan mém ddc hai, cling nhu viéc bao céao
vé extension doc hai t6i Google. Néu ngudi dung truy cap vao dwdng dan
https://chrome.google.com/webstore/report/ dé thong bao extension doc hai thi
sé duogc chuyén hwéng dén cac trang khac, thwong la cac trang gidi thiéu vé
extension d6. Néu ngudi ding c6 gang xo0a extension khoi trinh duyét thi ciing
bi chuyén hudng téi giao dién gid mao lam nguoi dung lam twéng da g& bo duoc
extension d6 trong khi van nam trong trinh duyét ctia ngudi ding. Den thoi diém
hién tai, c6 it nhat 89 extension c6 chira phan mém doc hai Droidclub (tham
khao phu luc kem theo).

Nham ngédn chan sy lay lan va giam thiéu thiét hai cho ngui ding trong
hé thdng mang thong tin dién rong. S& Thong tin va Truyén thong dé nghi Quy co


https://chrome.google.com/webstore/report/

quan khan trvong chi dao bd phan quan tri CNTT don vi thuc hién kiém tra cac
may tinh cé cai dat trinh duyét Google Chrome:

- B6i voi nguoi dung: khong click vao nhitng théng béo, tin nhan la xuét
hién khi truy cap cac website. Nguwoi ding cling cé thé st dung céac dich vu,ing
dung chan duong dan doc hai dé khong bi chuyén hwéng sang nhitng website
chtra cac thong bao gid mao.

- B6i v6i nhitng quan tri CNTT: thuc hién cdu hinh theo chinh sach cla
Google Chrome cho cac thiét bi trong hé thdng cla co quan, don vi minh dé
ngan ngudi dung tw y cai dat extension trén trinh duyét (tham khao cach cau
hinh tai dwong dan https://support.google.eom/chrome/a/answer/l 87202).

Trong trvong hop can thiét, xin vui long lién hé Cuc An toan théng tin, so
dién thoai: 024.3943.6684, thu dién tir ais@ mic.gov.vn hodc fanpage Trung tam
x¢ ly tdn coéng mang Internet Viét Nam theo dudng dan
https://www.facebook.com/govSOC/ , hoac Trung tam Co6ng nghé théng tin va
Truyén thong, dién thoai 02193.501.038 dé dwoc ho tro kip thoi.

S& Thong tin va Truyén thong tran trong thong bao dén Quy co quan, don
vi khan truong thuwc hién.

Trén trong./.

Noi nhan:

- Nhu kinh gti;

- Lanh dao S,

- Vnptioffice;

- Luvu VT, CNTT.


https://support.google.eom/chrome/a/answer/l_87202
mailto:ais@mic.gov.vn
https://www.facebook.com/govSOC/

Danh séch extension cé chu Yc hai Droidclub dugc tim thay trén
kho liriN® i ~ e ogle Chrome
(Kém theo van ban s6STTTT-CNTT ngay?J/02/2018 S& Thong tin va Truyén thong)
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Tén Extension

Cheesy Barbecue Bacon
Inspired Wall Hangigg
Seafood Cioppino
Chalkboard Serving Trav
Perfect Steaks

Cute Reindeer Cake

New bag from t-shirt

Toss Carnival Game
Holiday Scene

Christmas Paper Lantern
Salad Garden

a Birch Wood Reindeer
Peaches and Plums

Cookie Dough

To Deodorize Laundry
Homemade Carpet Cleaner
How to Make Gumbo
Pinwheel Rosettes

Ideas to Beautify Your Apartment
Zipper in a Sweatshirt
Pickled Jalapenos

Edible Eyeball Pizza

A Turkey Napkin

Shrunken Head Apple Martini
Watch Strap

Charming Hanging Lanterns
Sugar Cookie Icing
Homemade Drawer Freshener
Homemade Frozen Pizza
Black Tap Copycat

Desert Style Basket

Air Plant Holder
Homemade Freshen Up
Candied Pecans
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Cherrv Blueberry Pie
Croissant French Toast
Italian Skewers

Outdoor Garbage Cans

Spin Art Machine

Orange Pomegranate Sangria
Star Shaped Pies

Applesauce Christmas Ornaments
Cake Pop Patriotic

a Snowman Out of a Tomato Cage
Cinnamon Roll Wreath

Clean Grill Grates

When Dylan “Went Electric”
Spinach Artichoke Dip

Clay Gift Tags

Coasters on a Cardboard Loom
Cuban Sandwich

Coconut Cookies

Fabric Sachets

Summer Fairy Lanterns
Cuban Ropa Vieia

How to Make a Kissing Ball
Pink Lemonade

Patriotic String Lights

Glow in the Dark

Avocado to Your Meals

Soup Bowl Hot Pads
Portable Camp Stove

Layer Hot Chocolate Mix

11 Pumpkin Flavored Foods
Drumsticks on the Grill
Italian Pasta Salad

DIY Cleaning Wipes
Homemade Dole Whip
Swirled Pumpkin Cheesecake
Peach Sangria

School Notebooks

Ironing Board Cover
Chocolate Peanut Butter
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Gingerbread Freakshake
Holiday Reindeer Mugs
Homemade Stress Balls
Turkey from Flowers
Birch Branch Menorah

Cinnamon Toast Crunch Co

Recipe
Star Wars Christmas Cookies

Chicken for a Barbecue

DIY Cement Candle
Halloween Masterpiece
Cookies and Ice Cream

Star Wars Christmas Sweater

Unique Outdoor

Decorations
Easy Ribbon Bow

Desktop Air Conditioner
Candle Wax

ffee Cake

Christmas



